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contains all of the information necessary to pass the exam. This textbook follows
the exam contents and provides all necessary background information so that you
don’t need to purchase or read other books.
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We understand the commitment that you have made to the exams, and we will match
that commitment in our efforts to help you. Furthermore, we understand that your time
is too valuable to study for an exam twice, so we will do everything possible to make
sure that you pass the first time.

I wish you success in your studies, and if there is anything I can do to assist you, please
contact me directly at brian@hockinternational.com.
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Brian Hock, CIA, CMA
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CIA Part 2 Introduction

Part 2 Exam Introduction

The CIA Part 2 exam, Practice of Internal Auditing, is 120 minutes (2 hours) long and consists of 100
multiple-choice questions. For more information about the exams, visit the IIA’s website (www.theiia.org).

The CIA Part 2 syllabus has four sections:

e Section I: Managing the Internal Audit Activity (20%)

e Section II: Planning the Engagement (20%)

e Section III: Performing the Engagement (40%)

e Section IV: Communicating Engagement Results and Monitoring Progress (20%)
Additionally, the IIA syllabus refers to proficient and basic cognitive levels:

e Proficient. Candidates must exhibit thorough understanding and ability to apply concepts, pro-
cesses, or procedures; analyze, evaluate, and make judgments based on criteria; and/or put
elements or material together to formulate conclusions and recommendations.

e Basic. Candidates must retrieve relevant knowledge from memory and/or demonstrate basic com-
prehension of concepts or processes.

In preparing for the exam, candidates need to read the textbook and use the ExamSuccess software with
questions from past exams. Many of the exam topics are very large; therefore, by studying past exam
questions candidates can get a feeling for the manner and depth to which a topic is tested.

As a word of caution, you might notice that the terminology used in this book may be different than what
you are familiar with from your workplace. Because internal auditing is an internal activity, there are no
established or standardized terms that apply in every organization. Keep in mind that the terms used in
this book are the terms that appear on the exams, so you should become accustomed to them.

Box Styles Used in This Book

The following box styles used throughout this book indicate material quoted from various IIA sources. Minor
changes may have been made to the formatting, but no changes have been made to the content.

Content quoted from the IIA web site appears in light grey boxes with an orange border. !

Content quoted from the Standards or Implementation Guides appears in yellow boxes.

Content quoted from the Practice Advisories appears in orange boxes.

| Note: Quotes may not include the entire section or may include non-sequential sections.

1 The website is https://na.theiia.org/standards-guidance/Pages/Standards-and-Guidance-IPPF.aspx#mandatory.

© HOCK international, LLC. For personal use only by original purchaser. Resale prohibited. 1



Section | = Managing the Internal Audit Activity CIA Part 2

Section | = Managing the Internal Audit Activity

The first section of the Part 2 exam covers Managing the Internal Audit Activity, which makes up 20%
of the exam. There are three topics discussed in this section:

1) Internal Audit Operations. The internal auditing activity, like any other business function, has
to be properly managed. From an operational standpoint, the chief audit executive (CAE) has
to make sure that:

¢ Planned engagements are carried out in a timely manner.
e Resources needed to carry out the planned engagements are properly allocated.
e Results of the engagements are properly communicated to all interested parties.

2) Establishing a Risk-Based Internal Audit Plan. The CAE has a responsibility to establish risk-
based audit plans. While risk is a primary factor in determining which engagements to conduct, it
is not the only factor. The internal auditor must also understand how to prioritize engagements.

3) Communicating and Reporting to Senior Management and the Board. After the engagement
plan has been created, it must be approved by the board.

The Standards and Practice Advisories are excellent resources to assist in your preparation for this section,
but you do not need to memorize the specific Standard or Practice Advisory texts.

Note: Throughout this book, you will see the term internal audit activity (IAA) in reference to the
internal audit department. You will also see the term chief audit executive (CAE) in reference to the
head of internal auditing.

Note: Previously, there was a category of recommended guidance called Practice Advisories (PAs). The
PAs provided detailed guidance for the application of the Standards and were the best practices endorsed
by the IIA for applying the Definition, Code of Ethics, and Standards. While the PAs are no longer included
in the Recommended Guidance, they are included here where appropriate. The PAs tend to be longer
and more detailed than the Implementation Guides and therefore make an excellent tool when preparing
for the exam.

2 © HOCK international, LLC. For personal use only by original purchaser. Resale prohibited.



Section | 1. Internal Audit Operations

Managing the Internal Audit Activity

Standard 2000: Managing the Internal Audit Activity

The chief audit executive must effectively manage the internal audit activity to ensure it adds value to
the organization.

Interpretation:

The internal audit activity is effectively managed when:

e It achieves the purpose and responsibility included in the internal audit charter.
e It conforms with the Standards.

e Its individual members conform with the Code of Ethics and the Standards.

e It considers trends and emerging issues that could impact the organization.

The internal audit activity adds value to the organization and its stakeholders when it considers strate-
gies, objectives, and risks; strives to offer ways to enhance governance, risk management, and control
processes; and objectively provides relevant assurance.

Beyond accomplishing these goals and objectives, the internal audit activity must also be forward-looking,
setting the groundwork both for current and future success. This section discusses the strategic and oper-
ational roles of internal auditing.

For internal auditing to remain a relevant function within an organization, the management and board must
regard the IAA as a value-added activity. In its initial inception, internal auditing simply looked at processes
and controls and made judgments as to whether they were effective or not. However, increased pressure
for profits and a rapidly evolving business environment has meant that internal auditing is now a much
more active, rather than a passive, contributor to a company’s overall strategy for success.

1. Internal Audit Operations

The operational role of internal auditing is to make sure that engagements have been properly planned for,
that the IAA has the resources (human and financial) to carry out the engagements, and that the results of
the engagements are communicated to those who can take action. The CAE must effectively manage the
IAA so that management and the board will regard all of these functions as value-added activities.

The following section discusses the role of internal auditing within the organization’s risk management
framework.

1A. Policies and Procedures

Standard 2040: Policies and Procedures
The chief audit executive must establish policies and procedures to guide the internal audit activity.
Interpretation:

The form and content of policies and procedures are dependent upon the size and structure of the internal
audit activity and the complexity of its work.

Another duty of the CAE is to establish the policies and procedures to guide the IAA and the individual
internal auditors in their work. These policies and procedures are essential in helping the staff comply with
the IAA’s standards of performance. The size, structure, and complexity of the IAA will determine the nec-
essary extent, depth, and formalization of the policies and procedures. In a small IAA with a simple business
structure, policies and procedures will be less developed and less formal than those in a multinational
business in a very complex business environment.

© HOCK international, LLC. For personal use only by original purchaser. Resale prohibited. 3



1. Internal Audit Operations CIA Part 2

A small IAA is managed much more informally with personal and daily contact. Control may take place
through meetings and internal memoranda. In a large IAA, where contact with the managers may not be
frequent, there will need to be a more formal set of policies and procedures to guide staff in their work.

Practice Advisory 2040-1: Policies and Procedures

1. The chief audit executive develops policies and procedures. Formal administrative and technical audit
manuals may not be needed by all internal audit activities. A small internal audit activity may be
managed informally. Its audit staff may be directed and controlled through daily, close supervision
and memoranda that state policies and procedures to be followed. In a large internal audit activity,
more formal and comprehensive policies and procedures are essential to guide the internal audit staff
in the execution of the internal audit plan.

The Audit Manual

In a large organization, the policies and procedures of the IAA and guidance for engagements will be for-
malized in what is generally called an audit manual. The audit manual covers everything from the Internal
Audit Charter to performance reviews and evaluations and provides guidance from planning the engage-
ment to the final report.

Note: The guidance in the audit manual can make reference to the IIA Standards and Implementation
Guides or other sources of guidance.

While every audit manual will be different, below is the Table of Contents for a sample internal audit manual.
Part 1 - Policies, Standards and Guidelines
1) Introduction
2) Policies and Standards of Internal Audit (including Internal Audit Charter)
3) Internal Control Framework
4) Organizing Internal Audit (including structure, services, types of audit, and budget)
5) Performance Monitoring and Evaluation (including KPI)
Part 2 - Practices (Risk-based Approach and Methodologies)
1) Strategies and Annual Work Planning
2)  Conducting Internal Audit Assignments
3) Preparing Internal Audit Report
4)  Audit Tools and Techniques
5) Advisory Services and Approach
6) Quality Assurance and Improvement
7) Follow up on Audit Recommendations
8) Reporting to Audit Committee

9) Personnel and Training

4 © HOCK international, LLC. For personal use only by original purchaser. Resale prohibited.



Section | 1. Internal Audit Operations

Planning

Standard 2010: Planning

The chief audit executive must establish risk-based plans to determine the priorities of the internal audit
activity and to make certain that they are consistent with the organization’s goals.

Interpretation:

To develop the risk-based plan, the chief audit executive consults with senior management and the board
and obtains an understanding of the organization’s strategies, key business objectives, associated risks,
and risk management processes. The chief audit executive must review and adjust the plan, as neces-
sary, in response to changes in the organization’s business, risks, operations, programs, systems, and
controls.

When prioritizing risk, the CAE takes into consideration the company’s risk-management framework, in-
cluding the levels of risk appetite that management sets for different parts of the organization. If
management has not yet developed a risk-management framework, the CAE will use his or her own judg-
ment of risks after consulting with senior management and the board.

This much larger, overall planning process is broken down into four smaller categories that the CAE is
responsible for:

¢ Goals
¢ Engagement work schedules
e Staffing plans and financial budgets

e Activity reports

Setting the Goals of the Internal Audit Activity

Note: For memorization purposes, the five goals of the IAA form the acronym SMART.

The goals that the IAA sets should be:
e Specific. Goals should be specifically defined.

e Measurable. The method of measuring the goals should be defined. By making goals measurable,
the CAE, the audit committee, and board of directors can progress toward achieving specific goals—
and by extension they can quantify the value of the IAA.

e Agreed To. All interested parties (including senior management and the board) need to agree to
the goals.

¢ Realistic and Achievable. Realistic and achievable goals keep expectations reasonable; con-
versely, unrealistic and unachievable goals create unnecessary tension in an organization.

e Timely. Goals should have specific completion dates because open-ended timeframes reduce the
sense of urgency about objectives.

© HOCK international, LLC. For personal use only by original purchaser. Resale prohibited. 5



1. Internal Audit Operations CIA Part 2

Risk Assessment in Planning

One of the significant inputs into the planning process is the risk management process. The engagements
of the internal audit activity should focus on and address the specific area of risk that the company has
identified. PA 2010-2 addresses the use of risk assessment in the planning process.

Practice Advisory 2010-2 - Using the Risk Management Process in Internal Audit Planning

6. Internal audit planning needs to make use of the organizational risk management process, where
one has been developed. In planning an engagement, the internal auditor considers the significant
risks of the activity and the means by which management mitigates the risk to an acceptable level.
The internal auditor uses risk assessment techniques in developing the internal audit activity’s plan
and in determining priorities for allocating internal audit resources. Risk assessment is used to
examine auditable units and select areas for review to include in the internal audit activity’s plan that
have the greatest risk exposure.

7. Internal auditors may not be qualified to review every risk category and the ERM process in the
organization (e.g., internal audits of workplace health and safety, environmental auditing, or complex
financial instruments). The chief audit executive (CAE) ensures that internal auditors with specialized
expertise or external service providers are used appropriately.

8. Risk management processes and systems are set up differently throughout the world. The maturity
level of the organization related to risk management varies among organizations. Where
organizations have a centralized risk management activity, the role of this activity includes
coordinating with management regarding its continuous review of the internal control structure and
updating the structure according to evolving risk appetites. The risk management processes in use
in different parts of the world might have different logic, structures, and terminology. Internal
auditors therefore make an assessment of the organization’s risk management process and
determine what parts can be used in developing the internal audit activity’s plan and what parts can
be used for planning individual internal audit assignments.

9. Factors the internal auditor considers when developing the internal audit plan include:
e Inherent risks—Are they identified and assessed?
e Residual risks—Are they identified and assessed?

e Mitigating controls, contingency plans, and monitoring activities—Are they linked to the individual
events and/or risks?

e Risk registers—Are they systematic, completed, and accurate?
e Documentation—Are the risks and activities documented?

In addition, the internal auditor coordinates with other assurance providers and considers planned
reliance on their work. Refer to The IIA’s Practice Advisory 2050-2: Assurance Maps.

10. The internal audit charter normally requires the internal audit activity to focus on areas of high risk,
including both inherent and residual risk. The internal audit activity needs to identify areas of high
inherent risk, high residual risks, and the key control systems upon which the organization is most
reliant. If the internal audit activity identifies areas of unacceptable residual risk, management needs
to be notified so that the risk can be addressed. The internal auditor will, as a result of conducting a
strategic audit planning process, be able to identify different kinds of activities to include in the
internal audit activity’s plan, including:

e Control reviews/assurance activities—where the internal auditor reviews the adequacy and efficiency
of the control systems and provides assurance that the controls are working and the risks are
effectively managed.

(continued)

6 © HOCK international, LLC. For personal use only by original purchaser. Resale prohibited.



Section | 1. Internal Audit Operations

14.

15.

Inquiry activities—where organizational management has an unacceptable level of uncertainty about
the controls related to a business activity or identified risk area and the internal auditor performs
procedures to gain a better understanding of the residual risk.

Consulting activities—where the internal auditor advises organizational management in the
development of the control systems to mitigate unacceptable current risks.

Internal auditors also try to identify unnecessary, redundant, excessive, or complex controls that
inefficiently reduce risk. In these cases, the cost of the control may be greater than the benefit
realized and therefore there is an opportunity for efficiency gains in the design of the control.

A selection of lower risk level business unit or branch type audits need to periodically be included in
the internal audit activity’s plan to give them coverage and confirm that their risks have not changed.
Also, the internal audit activity establishes a method for prioritizing outstanding risks not yet subject
to an internal audit.

An internal audit activity’s plan will normally focus on:

Unacceptable current risks where management action is required. These would be areas with minimal
key controls or mitigating factors that senior management wants audited immediately.

Control systems on which the organization is most reliant.

Areas where the differential is great between inherent risk and residual risk.

Areas where the inherent risk is very high.

1B. Administrative Activities of the Internal Audit Activity

The administrative activities of the internal audit activity are wide and varied. It is not expected that the
CAE will carry out these administrative duties personally, but there must be a mechanism of oversight. One
of the most important administrative duties is connected to human resources within the internal audit
activity. There must be plans and procedures in place to ensure that sufficient and qualified staff are hired
and that their work schedules are managed for maximum efficiency and effectiveness.

Developing the Engagement Work Schedules

The planning process and specific work schedules for engagements should include the following:

¢ Which engagements should be performed.
¢ When engagements should be performed.

e The time required for each engagement, taking into account the scope of the planned engage-
ment work and the nature and extent of related work performed by others.

¢ Which engagements should receive priority over others.

Once these questions are answered, the CAE can develop individual work programs for specific engage-
ments.
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